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NIST - FIPS Standards & ISO/IEC

NIST developed the FIPS Publication 140-2 as a security standard that sets forth requirements
for cryptographic modules, including hardware, software, and/or firmware for U.S. federal
agencies.
FIPS 140-2 establishes a set of rigorous requirements for the design, implementation, and
operation of cryptographic modules to ensure the confidentiality, integrity, and authenticity of
data.
It is a mandatory requirement for the government agencies in USA and Canada to conform with
FIPS 140-2. Furthermore, vendor’s equipment/devices deployed within the government
agencies have to comply with FIPS 140-2.
FIPS 140-2 ------ FIPS 140-3 (2019-2020)
FIPS 140-3 & ISO 19790 (Global acceptance)

* (FIPS 140-3 aligns with ISO/IEC 19790:2012(E) and includes modifications of the Annexes

that are allowed to CMVP).
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FIPS 140-3
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* FIPS 140-3 supersedes FIPS 140-2 with updated security requirements for cryptographic modules.
* FIPS 140-3 align with ISO/IEC 19790:2012(E) and include modifications of the Annexes that are
allowed by the Cryptographic Module Validation Program (CMVP), as a validation authority.

Cryptographic Module Specification
Cryptographic Module Ports and Interfaces
Roles, Services and Authentication
Software/Firmware Security

Operational Environment

Physical Security

Non invasive Security

Sensitive Security Parameter (SSP) Management
Self Tests

10. Life-Cycle Assurance

11. Mitigation of Other Attacks

F e N, EWNR
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Relevant ISO Standards for Crypto Module Validation

* |SO/IEC 19790:2012 - Information technology — Security techniques — Security requirements for
cryptographic modules
* Specifies security requirements intended to maintain the security provided by a cryptographic
module and compliance with this International Standard within a security system protecting
sensitive information in computer and telecommunication systems.

* ISO/IEC 24759:2017 - Information technology — Security techniques — Test requirements for
cryptographic modules
* To be used by testing laboratories for checking conformance of cryptographic modules as per the
requirements specified in ISO/IEC 19790:2012.
* The methods are developed to provide a high degree of objectivity during the testing process and
to ensure consistency across the testing laboratories.
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Cryptographic Algorithm Validation Program

* The CMVT lab uses the information supplied by the vendor to generate input vector(s).
Three types of files are generated and shared with vendor

* The response file is generated by the vendor’s algorithm implementation and submitted to
CMVT lab for Validation

CMVT LAB . VENDOR
Request and sample files
Request: Input test vector Request file : input test vector
Fax: Expected response file Response file: output from the
which is Compared with Module/IUT
received response file Response files
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POST QUANTUM Algorithms

After 3 rounds in 2022, four algorithms were selected for standardization and widescale use. These were
categorized into finalists and alternative algorithms, with draft standards released in 2023.

NIST published the final version of FIPS 203, 204, and 205, which are standards for encryption and digital
signatures, using ML-KEM (based on CRYSTALS-Kyber), ML-DSA (based on CRYSTALS-Dilithium), and SLH-DSA
(based on Sphincs+), respectively, with SLH-DSA serving as a backup for ML-DSA in case of vulnerabilities.

ML-KEM, derived from CRYSTALS-KYBER KEM and part of the CRYSTALS (Cryptographic Suite for Algebraic
Lattices) suite, uses Module Learning with Errors over polynomial rings Zq[X]/(Xn+1)Z_q[X]/(X*n +
1)Zg[X]/(Xn+1) and for Kyber n=256n = 256n=256 and q=3329q = 3329qg=3329. It is standardized in three
parameter sets (ML-KEM-512, ML-KEM-768, ML-KEM-1024) aligned with NIST's security levels corresponding to
AES-128, AES-192, and AES-256. These algorithms are designed to ensure long-term security even against future
guantum computing threats.
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Key Encapsulation Mechanism (KEM)

KeyGen:
% i o Alice runs the KeyGen algorithm.
Alice Bob o This generates two keys: a decapsulation key (private) and an encapsulation key
: (public).
o Alice keeps the decapsulation key secret and sends the encapsulation key to Bob.
e Encaps:
> Bob receives Alice's encapsulation key.
l o He uses this key with the Encaps algorithm to generate two things:
{ Decapsula':;un Key: dkl " Encapsulation Key: e | a) A ciphertext b) Bob's copy of the shared secret key (K)
(Private) : t (Public) J e Ciphertext Transmission:

© Bob sends the ciphertext to Alice.
© The ciphertext is related to the shared secret but doesn't reveal it.
¢ Decaps:

o Alice receives the ciphertext from Bob.

CipherText: ¢

© She uses her decapsulation key and the Decaps algorithm to process the

ciphertext.
Alice's copy of the shared " Bob's copy of the shared | ° This produces Alice’s copy of the shared secret key (K)
secret key 5 __ secret key J ¢ Result:
K' K ° If everything works correctly, Alice's K' and Bob's K should be identical.

© They now have a shared secret key without ever directly transmitting it.
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Parameter set for CRYSTALS-Kyber algorithm

Table -1 Parameter set for CRYSTALS-Kyber algorithm
NIST Security
Level Encapsulation | Decapsulation |Ciphertext c |Shared
Kyber . q k Ny N, dy | dy key ek key dk (in Bytes) |secret key
(in Bytes) (in Bytes) (in Bytes)
512 1(AES128) 256 3329 2 3 2 10 4 800 1632 768 32
768 3(AES192) 256 3329 3 2 2 10 4 1184 2400 1088 32
1024 5(AES256) 256 3329 4 2 2 11 4 1568 3168 1568 32

We define three parameter sets for Kyber, namely Kyber512, Kyber768, and Kyber1024.
Kyber specifies two global integer constants: n = 256 and q = 3329 among different security levels.

k: specifies the sizes of the vectors in PKE key generation, denoted as "s" and "e" and also the size of the matrix

A" and the vectorsr, eq, e5.

n,: Specifies the binomial distribution for generating specific vectors "s" and "e" during PKE key generation, as
well as the vector "r" in PKE encryption.

n,: Specifies the binomial distribution for generating particular vectors "e;" and "e," in PKE encryption.

%](_\u g d, and d,: Specifies the inputs for the operations Compress, Decompress, ByteEncode, and ByteDecode

CIOMC

utilized in PKE encryption and decrypt
yp

ion.
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Auxillary Functions CRYSTALS-Kyber algorithm

Kyber employs a pseudo-random function (PRF), an extendable output function (XOF), two hash functions (H and
G), and a key-derivation function (KDF). These cryptographic primitives are all implemented using functions from
the FIPS-202 SHA-3 Standard.

Functions J and H take a variable length input and produce a 32-byte output.

Function G: This function takes a variable-length input and produces two 32-byte outputs.

eXtendable output function (XOF): The XOF function accepts a 32-byte input as well as two 1-byte inputs,
generating an output of variable length.

PRF (Pseudorandom function): This function accepts a parameter n € {2, 3}, 32-byte input, and a 1-byte input,
producing an output of (64 ¢ n) bytes.

Centered Binomial Distribution (CBD): The Centered Binomial Distribution (CBD) function in Kyber is utilized to

produce the secret vector s and the error (noise) vector e in the form of

polynomials.
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Auxillary Functions CRYSTALS-Kyber algorithm

NTT (Number-Theoretic Transform): NTT significantly speeds up the multiplication of large polynomial
rings, which is needed when doing key computations. Each entry in the matrix ‘A" and the vectors ‘s’
and ‘e’ is made of a polynomial ring denoted by Zg[X]/(X*n + 1) where g = 3329 and n = 256.

Compression and Decompression: The Compress and Decompress functions are primarily designed to
discard certain low-order bits from the public key and ciphertext.
* This method aids in decreasing the overall parameter sizes, thus improving the efficiency of the
cryptographic scheme.
* Performing decompression followed by compression retains the original input and compression
followed by decompression only slightly alters the value.

Encoding and decoding: The ByteEncode and ByteDecode algorithms are employed for serializing and
deserializing arrays of integers under modulo ‘m’.
* Each serialized array has a constant length of n = 256.
* ByteEncode converts an array of integers represented by ‘d’ bits into an array comprising of 32
bytes. Conversely, ByteDecode reverses this process, transforming an array of 32 times ‘d” bytes

%%é?ﬁ back into an array of integers with d bits.
COMNC wipssrokindain €3 [ €I formanc i 2T i IEEE
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Kyber PKE key-generation algorithm

‘d” Random
l 32 bytes

G (SHA3-512) o Noise seed
| d 32 bytes

} public—v l - l lN l l Nonce

I'N.l

seed 32 XOF (SHAKE128)

PRF/CBD i
ytes / «— m PRF/CBD ¢ p,noise
I -

Public
matrix NTT NTT
$ e
\ 4
A.s+e
I l v
Encode Encode

l ek Encryption l dk Decryption Key
key
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Algorithm 1:

Uses randomness to generate an encryption key and a corresponding
decryption key

Input: randomness d € B32.
Outputs: Encryption key ekpi €
Outputs: Decryption key dkpy €

3384k+32
BB84-k

.N&O
. ¢ ByteDecode, (ekpgy [0 : 384Kk])
. p ¢ eKkpyr [384k : 384k + 32]

Cfor (i € 0;i<k;i++)
for(j€0;j<k;j++)
. A[i, j1 ¢ SampleNTT(XOF(p, i, j))
. end for
. end for
for(i € 0;i<k;i++)
10. r[i]¢-SamplePolyCBD,  (PRF,, (r, N))
11.NEN+1
12. end for
13. for (i € 0; i < k; i++)
14. eq[i]¢-SamplePolyCBD,,, (PREF,,
I5.NEN+1
16. end for
17. e, ¢SamplePolyCBD,, (PRF,, (r, N))
18. 776 NTT(r)
19.u & NTT 1A' #) + e4
20. p ¢ Decompress; (ByteDecode;(m)))
21.v&E NTT L (T F)+ e, + 1
22. ¢, ¢ ByteEncode; (Compressg (u))
23. ¢, ¢ByteEncode, (Compress;_(v))

O 0 NO U & W N =

(r, N))

Al BANGALORE SECTION



https://www.facebook.com/pkiindia/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia
https://mobile.twitter.com/pkiindia

Controller of Certifying Authorities
& Ministry of Electronics & Information Technology

Government of India

Kyber PKE Encryption Algorithm
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Algorithm 2:

Uses the encryption key to encrypt a plaintext message using the randomness r.
Input: encryption key ek py € B384K+32,

Input: message m € B32,
Input: encryption randomness r € B32.

Output: ciphertext c € B~ (duk+dy)
I1.N&O
2. t¢ ByteDecode;, (ekpgg [0 : 384K])
3. p € eKpkg [384k : 384k + 32]

4. for (i € 0; i <k; i++)

5.for(j€< 0;j<k;j++)

6. A[i, j] € SampleNTT(XOF(p, i, j))

7. end for

8. end for

9. for (i € 0; i <k; i++)

10. r[i]¢-SamplePolyCBD,  (PRF,, (r, N))
11.NEN+1

12. end for

13. for (i € 0; i <k; i++)

14. e4[i]¢-SamplePolyCBD,,, (PRF,, (r, N))
I5.NEN+1

16. end for

17. e, ¢SamplePolyCBD,, (PRF,, (r, N))
18. 776~ NTT(r)

19.u & NTT YA #)+e,

20. p ¢ Decompress; (ByteDecode;(m)))
21.v&ENTT L (o F)+ ey +

22. ¢, ¢ ByteEncodey (Compressg (u))

23. ¢, ¢ByteEncode, (Compress; (v))
24. return ¢ € (c,ll c,)
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Kyber PKE-Decryption Algorithm

‘dk’ Decryption

Cipher ‘C, l G l Key l

Decode/Decompress Decode/Decompress Decode

o 4 v l

v- NTTHSxNTT(u))

l

Compress

l

Encode

L))

l ‘m’ message
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Algorithm 3:

Uses the decryption key to decrypt a ciphertext
Input: decryption key dKpy € B334K,

Input: ciphertext c € B32(duk+dy)

Output: message m € B32,

1. ¢, € c[0: 32d,k]
2. ¢, € c[32d,k: 32(dk + d,)]

3.u €& Decompressdu (ByteDeCOdedu (cl))

4.v & Decompressdv (ByteDeCOdedv (Cz))

5. 5¢ ByteDecode;(dk )
6. W & v—NTT (ST NTT (u))
7. m €& ByteEncode,(Compress,(w))

8. return m
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Algorithm 4:

Kyber KEM Key generatIOH A|g0rlthm Generates an encapsulation key and a corresponding

l Z (256bit)
CPA PKE Key Gen
ek dk’
A 4 \ 4

dk’||ek]|H(ek)||z

.

ek dk
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Social Media
CDnc https://pkiindia.in ﬁ u @ Jokiindia
Il

decapsulation key
Output: Encapsulation key ek €
Output: Decapsulation key dk €

3384k+32
B768k+96

$
1.z < B32

2. (ekaE' dkaE) < PKE.KeyGen()

3. ek € ek

PKE

4. dk €< (dk llekliH(ek)llz)

5. return (ek, dk)
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. . Algorithm 5:
Kyber KEM Key Encapsulatlon Algorlthm Uses the encapsulation key to generate a shared

" l ek | secret key and an associated ciphertext.
l Input: encapsulation key ek € B384k+32
32
H(m) H(ek) Output: shared key KE B
| Output: ciphertext c € B32(duk+dy)

v ; L Heew .
G(m||H(ek)) 1. m& B
. l , 2. (K,r) & G(mi[H(ek))
v \4
CPAPKE. Enc (ek,m,r)
m (256b1) 3. c& PKE.Encrypt(ek, m, r)
C

\ 4

Hash
' v H(e) 4. K €H(KIH(c))

KDF(K|[H(c))

e Do
RISED
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5. return (K, c)
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Algorithm 6:
Kyber KEM Key Deca PSU lation Algorlth IM  Uses the decapsulation key to produce a shared secret key from
dk l a ciphertext.
—— Input: ciphertext c € B32(duk+dy)
Input: Decapsulation key dk € g AE R
ek | I Output: shared key KE B .
—— 1.dk_ & dk[0 : 384K]
l l 2. ek ¢ dk[384k:768k + 32]
Kyber CPA.PKE.Dec
3. h & dk[768k+ 32 : 768k + 64]
— 4. z ¢« dk[768k+64:768k+ 96]
P 5. m'¢PKE.Decrypt(dk , c)
ol |- I 6. (K', ') & G(m’ [Ih)
Kyber CPA.PKE.Enc 7. I_(é J(Z"C, 32)
l o 8. ¢’ € PKE.Encrypt(eKpgp, m’, r')
Test c=¢ ) — if c # ¢’ then
Yes l l c K' & K if cipher texts do not match, “implicitly reject”
KDF(K’|[H(c )) KDF(z|[H(c )) end if
. l . l return K’
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Kyber 512

Seed ‘d’ 32 random bytes ‘ek” Encapsulation key 800 bytes
" Kyber 512 Ke T g _
Seed ‘72’ 32 random bytes ] \C,ienerationy dk DecaPsuIatlon key 1632 bytes
‘ek’ Encapsulation key 800 bytes Ciphertext ‘c’ 768 bytes
I Kyber 512 g
Message ‘m’ 32 random bytes | Encapsulation Shared secret key ‘K’ 32 bytes
' ' “implicitly reject” and
Ciphertext ‘c’ 768 bytes fc#c > P K'yé J?
I Kyber 512 d

‘dk’ Decapsulation key 1632 bytes Decapsulation

Return

» Shared secret key K’

Shared secret key

%%éa; ‘K’ 32 bytes
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VALIDATION TEST FOR KYBER IMPLEMENTATION

 The validation Lab need to provide the results for a sample seed in the request file asking the vendor to
supply the resulting pk, sk, ct, and ss.

 The vendor is supposed to give seed=, pk=, sk=, ct=, ss=
* On the other hand, all intermediate values of Kyber algorithms, including various sub-functions and
cryptographic primitives, need to be validated in our opinion.

 Hash Functions, eXtendable Output Functions (XOFs), and Sampling
e SHA3-512, SHA3-256 is utilized for hashing
e SHAKE-128 and SHAKE-256 are used as pseudo random functions.

e Both uniform and centered binomial distributions are employed for sampling coefficients of
polynomials.

* These need to be validated using SHAVS.
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VALIDATION TEST FOR KYBER IMPLEMENTATION

* Itis required to test the correctness of implementation of the following modules:
* TRNG as per NIST SP 800-90A, NIST SP 800-90B,and NIST SP 800-90C.
* Polynomial Arithmetic functions, Encoding, Decoding and Compression and Decompression.

* ISO 19790 requires side channel resistance is to be assured by the vendor for security levels 3 and 4
e SO 17825, which is based on the Test Vector Leakage Assessment (TVLA) methodology.
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ML-KEM-512 Key Generation

FfF7bdebsrgsogora7bleagctflearsd2cbhbes8aScaagsgssofaosfdraosol1o9gzac22delbalbebedaftazobbolz2i1sr7rdezbedoasfdes7yoallbicfesdozarbseasgs2rytrfridaedF

A4854992bs5s8230909d4atag9bddessdac2doesoSacbhs28852e505911ceddbE21c98ccE82a0 b2 ffbd2ad7Foob6aA7SsE609daaGadsdifozcaesrdifagbzgbel focdagsdeossdarFifdes=zl

count = @

seed = 7f7bdob678080787bleaBcflea7d2cb658a8caal869Ta06Td249501983a622delbalbebeddf430bbo12187d2b84045fd6679a11b7cfe6dR3a7bs68827171d8df

pk = f41151032b72f609bb2ff06a682caa922270f121a8ad3311feab75038cc3dcbe7b4abd59b07e191c487b145680468%acfdefacecTc79f5b3ba2f21c821b7294dfbb7d4f65cc921530151560431255a0c45ccd992ach629bdec7748cb6ab71c04739¢ca243403¢chB1141779461c9cd97
97c3c7ec553157cef9dAg570bar7659ad561dde921b88b3ce17d18633debb3che6dde?b244c877cd3089h5514627532695b73425918a6e021393d03a6676c8c 1T2178171314dd1252d337a7dde152dd72bbT68cc7534a02de8abRo220chefacBT652a7cd441c8Taaa9ed550197290508805
3c1415cde3289bA98457524179bcET58637bcc3df66bA1d45bTca7dbes572c5129d4948568357ced2687d463015a318181a557a5a3063bbTA5a85acd591a92e722dA8b208c559313b5c344913141da59e0538a3088b4142b84468852b847b1913%9ad3ccf7b 1723884441 1442e7e3084b2d62506
B6175ac53286b137e64d24e6689356648a41d27a4fbe881588b1a2ddbodb7825a2e61a56cb031d755b8c126ceffalc2ae97393b3b3b7887646bd171b48c3eeac59ad3 1c5bdonb4alf352b284936dacc5930557e0534cfh2615461 1bbcabbl133ec127e054787b8482124f667bfR180723a3
51b2200e58576c0a61cd451309c78700e29b66da314c38b0722c3080bo205bal5c072acabat0338bfoen8fe5649f63239b731cBb65d76738348f0c24c97ec67b6abbef8a2adc11176T40604c8cfc605b3b680acha50743c4d48630cch7cB8f21acc83b37374857871a4a425fch7ds4750876
811b10c2?203a6888b87396cBa16c10d638bddb575e659230d97eb72b5f709c09aea35149681587 1284 18c79878a0803b63bcBfd4959348d5bec232063df0c6ad2105627b534ab534d90d185a46c611T42b792146b3echad98174e410239fe129cala8%eff458efd716517e647b6354d 168936
dch32e2338b9179c83556857dd?86a6T62d75250eb2b8281c2112a97 1afc? 1cafd495760dac 158705578622 760631773602a9048877620b28b07032233T7bbaB42252444854615043c449bad6643a7ca7542071b3d555b23d2b43d953bb4 77022157531 T4b25835e9a7dead6 74087204259
77fdf685294bb996acabac

sk = 4d2b53b122053383b8c39216311670619663b719cd397b7537d6aca769cf821475c8d5¢c541303f15dbadech5285d60404945bd73884085524968d00bdb348a45163949cc688bb258715a553Th77e0454c2569b2a2750c651c51740671fb3d620bfedc6e0982T481b66T7e075b2abog
32efB1243dc21912a5daelc7bd4aa8d8c7879ae9b7ec5e7ch92112009872F6258a621dc4b412313dc38c323bb7c9af78cB06bcho82c815a67c177f3adcfebef5cd439fc5daBf3633chb9662494ee051ccd36T7b 5700982 12009c6740bcd4ad5¢c2e65893541111491954d48a51c686bfcol
a358b63127346900b7adfef727ce503b63226386c71ab95902cath3if508e08667d633846a2b598327615879d1a82eef8cbbecbbbdfb2e7056279300b1ab6b43762dd2129106a004dabbe52bb2ad4f72413232350240507ebfc 18d6e2a156986e1800a8d8d1031cedc3595c0580do34288a34d
cdd86athiz2ffd57bcae787501cBc381159944chs1093aTA096064389756a981322Fe219¢c25153bThbot5e8003fha595b847a613580c656b49c5619405648a66432Te77878c2chb1d9Tc4254e8586add51e2082bb63d4608T3147358a801T54c3b1559a8042306cT76895ca0509d95b9614422
cbboep14f58aa825575FTcA6e73c72cT46814c99a3b8a6141477105b33344ad18879aefcat 1254604908 1echa791th8c34bbas5e5e45de 16b623583ad2535c28265b800913d54468973aa8eT4ab5445bec 864173937914 1ad3b2be6AA22d20cc39b40d30453633Tadacc 1052299038868
B23calbabs7chhO081171e26784201752bdagdbf1ad46f6bd2chacch7dbbo86cc7a7atedddcddns10638126811T083ae5c 1e6589c296a39125910206927a09100544ad52401dc66b3168188achB0884535c97afBaccfbdsd86ba334665d564bcd573571T7dR6cAB61179581636b8b3b735581d3
9e871512a5ababbc38956219096c589a9248d396dfdan94f612128dbos7591b681bb604717bc6d3625ddeb946c6199071386d080RRbS Ta27f0c5648034224589983558c60a3c1b6chBdae59f1cf501a550chb50419c77513804c2e2276041151032b72169bb2ff06a682caa022270F121a8
ad3311feab75038cc3dcbe7b4abds59be7e191c487b1456804680acfdefacecTc79f5b3baz2f21c821b7294dfbb7d4f65cc9e1530151560431255a0c45cc4992ac6629bdec7748cb6ab71c04739¢ca243403c081141779461c9cd9797c3c7ec553157ce69d09570bab7650ad561ddaa21basb
3cel17d18633dcbb3chefdde?b244c877cd3089b5514627532605b734250F8a6e0e1393d03a6676c8c1f2170171314dd12a2d337a7dde152dd72bbf68cc7534a02de8abpo220chefacBf652a7c4441cBTaaafeds550197290509b53c1415¢c4e3289b098457524179bc6T50637bec3dfa6bo 1
d45b7ca74be572c5120d494085658357ced2687d463015a3T83F231a557a5a3063bbT0A5a85acd591a922722dA9b20c559313b5c3440913141da5020538a082b41420h84402852b047b19139ad3ccf7b17230844411442e72304b2d625b6A6175ac53286b137264d242668935664834Td27adThass
1588b1a2ddb94b7825a2e61a56cbA31d755b8c126ceffa3c?2a297393b3b3b7887646bd 17 1bd8c3eeac59ad31c5bdanbda1t352b284936dacc5930557e8534cTh26154611bbcabb133ec1272054787b84821241667hTA180723a351b2200e58576c0a61c451309c78700229h66da314c38b
B8722c3980b9205bal5ch72acabate338bfoens8fo5649163239b731cBbA5d7673834819c24c97ec67b6aRbRT8a2ad4c11176T40604cB8cfc605b3b680acha50743c4d48630cch7cB8f21acc83b37374857871a4a425fcb7d54750876811b10c203a6888b87396c8a16c10d638bddb575e65923
8do7eb72b5f79c9aea35149681587122418c79878a0803b63becBfd4959348d5bc232963df0c6ad2105627b534ab534d90d185a46c611T42b792146b3echad98174e410239fe129calaB0eff458efd716517e647b6354d1689c36dch32e2338b9f79c83556857dd286a6T62d75259eb2b82
81c211ead7lafc21cabd495760dac1587605578622760631773602a0048877620b8b07b3223317bbag4225e4448a461594acd4409bad6643a7ca7542071b3d555b23d2b43d953bb477b221a7531f4b25835e0a7dead674087204ec59077fdf685e94bb996acabacefed8bstdodbdensdzelefct
Sbc3fc5ecchBetd6n115ac90cdo7d720b3b943bGe1balbebeddt4308bb012187d2b84045FTd6679a11b7cfefd03aTb568827F71dadf
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ML-KEM-512 Key Encapsulation

count = 0@

pk = p41151032b72f60bb2ff062682caa922270T121a8ad3311feab75038cc3dchbe7bdabd59b07e191c487b145680468%acfde9acecTc79f5b3ba2f21c821b7294dfbb7d4f65cc09e1530151560431255a0c45cc4992ac66209bdec7748chb6ab71c04739¢ca243403¢c081141779461c9cda7
87c3cT7ec553157ce69dA8570ba67658ad561dd9921b88b3ce17d18633dcbb3ichechdde?b244c877cd3089b5514627532695b734259f8a6efe1393d03a6676c8c1T2170f71314dd12a2d337a7dde152dd72bbT68cc7534a02de8abp9220chefac8t652a7cd4441cB8faaaded5501972905089b5
3c1415c4e3289b008457524178bc6T50637bcc3df66bA1d45hTca7dbe572c5129d4940568357ced?687d463015a3T8T81a557a5a3063bbfe5a85acd5081a92e722d09b20c559313b5¢c344913141da59e0538a088b4142b8440852b047b1913%ad3ccf7b172308444F1442e7e304b2d625b6
B6175ac53286b137e64d2426689356648a4fd27a4The881588b1a2ddb94b7825a2e61a56cbA31d755b8c 126ceffa3ic2ae97393b3b3b7887646bd171b48c3eeac59ad31c5bdonb4a1t352b284936dacc5930557e0534cTh2615461 1bbcabb133ec127e054787b84821241667bT0186723a3
51b22080e58576chab1cd51309c78700e29b66da314c38b0722c3980b9205bal5ch72acabath3lcbfoens8fe5649f63230b731c8b65d7673834810c24c87ech7b6anbeT8a2adc11176T40604c8cTchO5b3b68Racba50743c4d48630ccO7c8T21accB83b37374857871adad425Tcb7d54750876
811b18c203a6888b87396c8al6c10d638bddb575e659230d97eb72b5179¢9aea35149681587 1224 18c79878a0803b63bcBfd4959348d5bc23e963df0chad?2105627b534ab534d90d185a46c611f42b792146b3ecfad98174e410238fe129calaBgeff458efd716517e647b6354d1689¢c36
dcb32e2338b9f79c83556857dd286a662d75259eb2b8281c211ea971afc21cabd95760dac1587605578622760631773602a9048877620b8ba7b32233f7bbaB4225044483461594ac449bad6643a7ca7542071b3d555b23d2b43d953bb477b22137531f4b25835e0a7dead674087204ec59
077fdf685e94bb9g6acabac

m = 4cb482ffea3dd3adobd6cc3851d2587ebo813b21873c50fb7584b2badc6ffaed

kr = 5854adf2b77641620b81ea10425fb2235476Tba5d8ddod8cdaf3felnab2b9729e6999257697b7b6Te542b0d85a2T4a42d0a070ef0796cdof55a248dfe7593104

count = @

pk = 841151832b72f60bb2ffo6a682caa8222708T121a8ad3311feab75038cc3dchbe7bdabd59ba7e191cd487b145680468%acfdefacecTc79T5b3bazf21c821b7294dTbb7d4f65cc89e1530151560431255a0cd5ccd992ac6628bdec7748cb6ab71cBd739ca243403c881141779461c9cdg7
87c3cT7ec553157cef9d09570ba6765%9ad561dde921b88b3ce17d18633dchbb3chbe64de2b244c877cd32089b5514627532605b73425018a6e08e1393dR3a6676cB8c 112170171314dd12a2d337a7dde152dd72bbT68cc7534a02de8ab0g228chefac8f652a7cd4441c8Taaafeds5501972090509b5
3c1415cd4e3280b098457524170bc6T50637bec3dfE6bE1d45b7ca74be572c5129d49408568357ced2687d463015a3T8T21a557a5a32063bbT05a85acd591a92e722d00b20c559313b5c344913141da59e85328a088b4142b8440852b847b19139%9ad3ccf7b17230844411442e7e304b2d625b6
B6175ac53286b137e64d24e6689356648a41Td27a4TbaB81588b1a2ddbo4b7825a2e61a56cb831d755b8c126ceffa3c2ae97393b3b3b72887646bd171b48c3eeac59ad31c5bdo0b4alf352b284936dacc5930557e0534cfh26154611bbcabb133ec127e054787b8482124f667bT0180723a3
51b22008e58576c0a61cd451309c7R700e29b66da314c38bA722c3980b9205bal5c872acabate338bfoen8f05649163239b73 1cB2b65d76738348f9c24c97ec67b6albaf8a2adc11176T40604c8cTc6B5b3b68Rachos0743c4d486308ccA7c8T21acc83b37374857871a4a425fcb7d54750876
811b16c?83a6888b27396c8al16c10d638bddb575e659230d97eb72b5179c 092283514968 1587 284 18c79878a0803b63bc8Td4959348d5bc23e963df0c6ad?2105627b534ab534d90d185a46c611T42b792 146b3echad98174e418235Te1289calaldfeff458efd716517e647b6354d 168936
dcb32e2338bof79c83556857dd286a6T62d75259eb2bB8281c211ea971afc21car495760dac 158705578622760631773602a9048877620b8bAaTb32233T7bbaB422524448346T594ac449bad6643a7ca7542071b3d555b23d2b43d953bba477b221a7531F4b2583529a7dead674087204ec59
B77fdf685e94bbog6acabac

m = dcb482ffea3443a40b46cc3B51d2587ebo813b21873c50Th7584b2badec6ffasd

kr = 5054adf2b77641620b81ea19425th2235476Tb85d8dde48cdaf3te30ab2bo729e6999257697b7b6Te542b0d85a2 fdad2doan70eti796cdof55a248dfR7593 104

ct = 217dad151306206729bafa74252fcopf86d49165bee7193840a57ccO1c3fdece9a33809basb11e79cbf88cof3a78cefb7503d6d4fhe52041a6aT80c63004120350e62d566496bd162d40efaB8b308detbd14ab53dds4247cc89P3344e27c625306d7bead9a8d5dfd22bT5083aa38bde
dcffe3d3abodc6obsff{37a73ae727da34933b8f26T0ae255c9842c5ealonf42dfc9e2cf8coflenz233e12ffod19462d29a97e47844bedde30cThd3 160325607268 1808801523e375111a70a2298753931c06800ffof76d22a34c1c91ead7730a8764d6ecad6b72ae2ed1042613ecTec
131fc2d7985ef6b26a1632435d14fac11a578febladcB1650806406d333d785T71d443e78e0effdecc66fc15bT433327582a33b3020%9eebfo2086adbo628a05b7831b608de789e1eb24a55f6f5682e7d5de 150 1c44914a626cbf659546018dbablee943927e24dons 12 fobdebdef6ab327391
93e595681578b3dd73 670038038253 f6efadf322ea72994ec898Tc6bbd5a25577bTafag11a372a0d2f81a24685eef 75T fd7916c116460666eat8a11d090basng3ct2b6 167597 laadfeab3ared f6b829438fe2?acbh3460a430eb13d6bT14b1ag%ech1181e548412f8b5cd8a2425ad42dedfhbe
8boelflacSchb9eg889%edf3an?2e779ed712121do42T8ba3306e3ff66826cacbh8dd7944def1ccel1a9346785T495734caebffBec3181fddf753215aa31de740abd3al154ebd38ce15b8des53a826edf3T16311930eb3194fb268baas77fdcdedce749845835119277d77056a303786ed303ch
c2e76cd1dfe171db65abe3edbffbcas633t23820cbchd4496a37b0138d99515b1ad25T4309fd49cabe3d36Tech2280510ed1fo5To6dbo63b41%e7decSae1af607708b32add6cBco848Tafcd3112d85d762ad0Tat30at1e618c4a376288ae7494472ad44dc7ddobbae2f506096e828065268d6d
ebbf7f3023a963782b0000b65793d36T6771470382dae3195T40b00 185 fad53e0d3T8346d0eccd756c53c2954576adfcd40420fe3214620dbb749e713408ad185338882403d3e0876979b35cffc2f58e807ccfaat3decas1714b314a7d

55 = 1366f?aC6833316899f1543c8c8214b3badad5365144??Eb232515c293335d3i
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ML-KEM-512 Key Decapsulation

count = @

sk = 4d2b53b122053383b8c392163f16706T9662b719cd397b7537d6aca769cT821475c8d5c541303F15dbadec8s5285d60404945bd73884085524968d00bdb348a451630408cc688bb258715a553Th77e0454c2560b2a2750c651c51740671fb3d620bTedc620902T481b6672075b2abosg
32efe1243dc21912a5daelc7bd4aa8d8c7879ae9b7ec5e7c692112909872f6258a621dc4b412313de38c323bb7c9af78c006bec0982c815a67c 177 3adefebef5c439fc5dadT3633cbh9662494ee051ccd436T7bfs 790982 fa009c6740bc4ad45c2e65893541111491954d48a51c686bfeol
a358b63127346909b7ad4fef727ce503b63226386c71abg5982cath38508298667d633846a2b598327615879d1a82eef8cbbecbbbd4fb2e7056279399b1ab6b43762dd2129106a004dabbes2bb2ad4f724132a359240507eb0c18d6e2a156986e1800a8d8d10831cedc3595c9580d934288a34d
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8da7eb72b5f79c9aea35149681587 284 18c79878a0803b63bc8Td4959348d5bc23e963dfAc6ad2 185627b534ab534d90d185ad6c611T42b792146b3ecfada8174e410238fe129calaffeff458efd716517e647b6354d1689c36dcb32e2338b9179c83556857dd286a6T62d75259eb2baz
81c211ead71afc21cafd05760dac 158705578622 760631773602a0048877620b80b0T032233FT7hbag4225244485461594ac440bad6643a7ca7542071b3d555b23d2b43d953bba77b221a753114b25835e057dead674087204ec59077Tdf685e04bbo06acabacefed8b6649dbdeng82elefcs
S5hc3fcSecchifefdifl15ac98cdd7d720b3bo43b6elbalbebeddfd36bba12187d2b84045Td6679al1b7cfefddza7bs6882717 1dadf

m = dcb482ffea3dd43a40bd6cc3851d2587eb0813b21873c50Tb7584b2badecaffard

kr 5054adf2b77641620b81eal0425Th2235476Tb85d8ddR48cdaf3Te30ab2bo720e6090257697b7b6Te542bada5a2f4a42dbad70ef7096cdof55a248dfa7593 04

ct = 217dad151306206729b8Ta74252fco0f86d49165bee7193840a57cc91c3fdocce9a3389baBbl11e79chba88cof3a78cefb7503d6ddfhes52041a6afB80ch3904120350e62d566496bd162d40e6aB8b3n8defbd14ab53dds4247cc89T03344e27ch625306d7beadgaBdsdfd22bfs083aa3sbde
deffe3dd3acodcsobsfff37a738e727da34033baf26T0ae255c09842c5ea1090T42dfcoe2cf80coT 102332121 10d10462d29a97e47844bedde30cThd310f032e5607a681808801523237511 1270229875393 1068001 fof76d22a34c1c91ead7730a8764d6ecadbb72ac2ed1042613ecTec
131fc2d7985ef6b26a1632435d14fac11a570f0bladc81650806406d333d785T71d443e78e8effdcchffc15bT43332758ea33b30292ebf92986adb9628a05b7831b69de789e1eb24a55T6T568e7d5de156T1c44914a626cbT6595460108dbableegd43927e24d0a812fobdobdefeab3z7391
93e595681579b3dd73f670038038253f6efadf322ea72094ec98fcibbd5a25577bfanag11a372a0d2f81a2405een75ffd70916c116460666eaf8a11d090basng3cf2b6167597f1aadbeab3laeedf6b8209438fe2acb3460a430eb13d6bf14blagech1101e548412f8b5cd8az425a42d0dfhbe
8hoelflacSchbbhoefftedr3lan?22e7709ed712121d942f8ba3306e3Tf66826cach8dd7944d0flcce1a93467851405734caebffBec3181fd4f753215aa31de7408ab43a154ebd38ce15b8def53a826edf3T163110930eb3194fb268baat77T4cdedce749845835119277d77056a303786ed303ch
c2e76cd1ldfe171db65abe3edbffbcas633ta3220chch6dd496a37b0138d99515b1ad25T4309fd49cabc3d3sface2280510ed1f5T6dbor3b419e7dcSae1affn7708b3addechco8d8fancd3112d85d762adofaf30af1e618c4a376288ae7494472add4dc7ddebbae3f50696e828065268d6d
ebbf7t30220963782b0000b65793d36T6771470382dae3195FT40bpo 185 fad53e0d3T8346d0eccd 756053029545 76ad Tod40420Te3214620dbb749271340ad185338882403d3e076079b35cTfc2f58e807cctaabidecas1714b314a7d

ss = lef6fT7acBaa3316899f104ac8c8214b3badadn36514477eb2e2015c29e335d3f

ss]1 = 1e66f7ac6aa33168991104ac8c8214b3badade36514477eb2e2015c292335d3f

Verification Success!!

count = 1
seed = 484992b58235943639b4d888dac2d959539b68859555911ceddbs1c98ccB2353b3fbdzad?9Qb64?5694aaﬁad5df53698?df99b38be1chda§deBSBd9?1fd8831
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