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NIST - FIPS  Standards & ISO/IEC

• NIST developed the FIPS Publication 140-2 as a security standard that sets forth requirements

for cryptographic modules, including hardware, software, and/or firmware for U.S. federal

agencies.

• FIPS 140-2 establishes a set of rigorous requirements for the design, implementation, and

operation of cryptographic modules to ensure the confidentiality, integrity, and authenticity of

data.

• It is a mandatory requirement for the government agencies in USA and Canada to conform with

FIPS 140–2. Furthermore, vendor’s equipment/devices deployed within the government

agencies have to comply with FIPS 140–2.

• FIPS 140-2 ------FIPS 140-3 (2019-2020)

• FIPS 140-3 & ISO 19790 (Global acceptance)

• (FIPS 140-3 aligns with ISO/IEC 19790:2012(E) and includes modifications of the Annexes

that are allowed to CMVP).
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FIPS 140-3

• FIPS 140-3 supersedes FIPS 140-2 with updated security requirements for cryptographic modules.

• FIPS 140-3 align with ISO/IEC 19790:2012(E) and include modifications of the Annexes that are

allowed by the Cryptographic Module Validation Program (CMVP), as a validation authority.
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Relevant ISO Standards for Crypto Module Validation

• ISO/IEC 19790:2012 - Information technology — Security techniques — Security requirements for

cryptographic modules

• Specifies security requirements intended to maintain the security provided by a cryptographic

module and compliance with this International Standard within a security system protecting

sensitive information in computer and telecommunication systems.

• ISO/IEC 24759:2017 - Information technology — Security techniques — Test requirements for

cryptographic modules

• To be used by testing laboratories for checking conformance of cryptographic modules as per the

requirements specified in ISO/IEC 19790:2012.

• The methods are developed to provide a high degree of objectivity during the testing process and

to ensure consistency across the testing laboratories.
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Cryptographic Algorithm Validation Program

• The CMVT lab uses the information supplied by the vendor to generate input vector(s).

Three types of files are generated and shared with vendor

• The response file is generated by the vendor’s algorithm implementation and submitted to

CMVT lab for Validation
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Request: Input test vector

Fax: Expected response file 
which is Compared with 
received response file

VENDOR

Request file : input test vector

Response file: output from the 
Module/IUT
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Response files

https://www.facebook.com/pkiindia/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia
https://mobile.twitter.com/pkiindia


POST QUANTUM Algorithms
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After 3 rounds in 2022, four algorithms were selected for standardization and widescale use. These were
categorized into finalists and alternative algorithms, with draft standards released in 2023.

NIST published the final version of FIPS 203, 204, and 205, which are standards for encryption and digital
signatures, using ML-KEM (based on CRYSTALS-Kyber), ML-DSA (based on CRYSTALS-Dilithium), and SLH-DSA
(based on Sphincs+), respectively, with SLH-DSA serving as a backup for ML-DSA in case of vulnerabilities.

ML-KEM, derived from CRYSTALS-KYBER KEM and part of the CRYSTALS (Cryptographic Suite for Algebraic
Lattices) suite, uses Module Learning with Errors over polynomial rings Zq[X]/(Xn+1)Z_q[X]/(X^n +
1)Zq​[X]/(Xn+1) and for Kyber n=256n = 256n=256 and q=3329q = 3329q=3329. It is standardized in three
parameter sets (ML-KEM-512, ML-KEM-768, ML-KEM-1024) aligned with NIST's security levels corresponding to
AES-128, AES-192, and AES-256. These algorithms are designed to ensure long-term security even against future
quantum computing threats.

https://www.facebook.com/pkiindia/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia
https://mobile.twitter.com/pkiindia


Key Encapsulation Mechanism (KEM) 
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KeyGen: 

◦ Alice runs the KeyGen algorithm.

◦ This generates two keys: a decapsulation key (private) and an encapsulation key

(public).

◦ Alice keeps the decapsulation key secret and sends the encapsulation key to Bob.

• Encaps:

◦ Bob receives Alice's encapsulation key.

◦ He uses this key with the Encaps algorithm to generate two things:

a) A ciphertext b) Bob's copy of the shared secret key (K)

• Ciphertext Transmission:

◦ Bob sends the ciphertext to Alice.

◦ The ciphertext is related to the shared secret but doesn't reveal it.

• Decaps:

◦ Alice receives the ciphertext from Bob.

◦ She uses her decapsulation key and the Decaps algorithm to process the

ciphertext.

◦ This produces Alice's copy of the shared secret key (K')

• Result:

◦ If everything works correctly, Alice's K' and Bob's K should be identical.

◦ They now have a shared secret key without ever directly transmitting it.
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Parameter set for CRYSTALS-Kyber algorithm
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Table -1 Parameter set for CRYSTALS-Kyber algorithm

Kyber

NIST Security 

Level
n q k η1 η2

Encapsulation 

key ek

(in Bytes)

Decapsulation 

key dk

(in Bytes)

Ciphertext c 

(in Bytes)

Shared 

secret key

(in Bytes)

512 1(AES128) 256 3329 2 3 2 10 4 800 1632 768 32

768 3(AES192) 256 3329 3 2 2 10 4 1184 2400 1088 32

1024 5(AES256) 256 3329 4 2 2 11 4 1568 3168 1568 32

We define three parameter sets for Kyber, namely Kyber512, Kyber768, and Kyber1024. 
Kyber specifies two global integer constants: n = 256 and q = 3329 among different security levels.
k: specifies the sizes of the vectors in PKE key generation, denoted as "s" and "e" and also the size of the matrix 
A ̂ and the vectors r, 𝒆𝟏, 𝒆𝟐.
η1: Specifies the binomial distribution for generating specific vectors "s" and "e" during PKE key generation, as 
well as the vector "r" in PKE encryption.
η2: Specifies the binomial distribution for generating particular vectors "𝒆𝟏" and "𝒆𝟐" in PKE encryption.
𝒅𝒖 and 𝒅𝒗: Specifies the inputs for the operations Compress, Decompress, ByteEncode, and ByteDecode
utilized in PKE encryption and decryption.
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Auxillary Functions CRYSTALS-Kyber algorithm
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Kyber employs a pseudo-random function (PRF), an extendable output function (XOF), two hash functions (H and 
G), and a key-derivation function (KDF). These cryptographic primitives are all implemented using functions from 
the FIPS-202 SHA-3 Standard. 

Functions J and H take a variable length input and produce a 32-byte output.

Function G: This function takes a variable-length input and produces two 32-byte outputs.

eXtendable output function (XOF): The XOF function accepts a 32-byte input as well as two 1-byte inputs,

generating an output of variable length.

PRF (Pseudorandom function): This function accepts a parameter η ∈ {2, 3}, 32-byte input, and a 1-byte input,

producing an output of (64 • η) bytes.

Centered Binomial Distribution (CBD): The Centered Binomial Distribution (CBD) function in Kyber is utilized to

produce the secret vector s and the error (noise) vector e in the form of

polynomials.
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Auxillary Functions CRYSTALS-Kyber algorithm
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NTT (Number-Theoretic Transform): NTT significantly speeds up the multiplication of large polynomial
rings, which is needed when doing key computations. Each entry in the matrix ‘A’ and the vectors ‘s’
and ‘e’ is made of a polynomial ring denoted by Zq[X]/(X^n + 1) where q = 3329 and n = 256.

Compression and Decompression: The Compress and Decompress functions are primarily designed to
discard certain low-order bits from the public key and ciphertext.

• This method aids in decreasing the overall parameter sizes, thus improving the efficiency of the
cryptographic scheme.

• Performing decompression followed by compression retains the original input and compression
followed by decompression only slightly alters the value.

Encoding and decoding: The ByteEncode and ByteDecode algorithms are employed for serializing and
deserializing arrays of integers under modulo ‘m’.

• Each serialized array has a constant length of n = 256.
• ByteEncode converts an array of integers represented by ‘d’ bits into an array comprising of 32

bytes. Conversely, ByteDecode reverses this process, transforming an array of 32 times ‘d’ bytes
back into an array of integers with d bits.
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Kyber PKE key-generation algorithm

Social Media 
/pkiindiahttps://pkiindia.in

Algorithm 1:

Uses randomness to generate an encryption key and a corresponding

decryption key

Input: randomness 𝑑 ∈ 𝔹32.

Outputs: Encryption key 𝒆𝒌𝑷𝑲𝑬∈𝑩
𝟑𝟖𝟒𝒌+𝟑𝟐.

Outputs: Decryption key 𝒅𝒌𝑷𝑲𝑬∈𝑩
𝟑𝟖𝟒𝒌.

1. N ← 0

2.  𝒕← 𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝟏𝟐 (𝐞𝐤𝑷𝑲𝑬 [0 : 384k])

3. ρ ← 𝐞𝐤𝑷𝑲𝑬 [384k : 384k + 32] 

4. for (i ← 0; i < k; i++)

5. for ( j ← 0; j < k; j ++)

6.  𝑨[i, j] ← SampleNTT(XOF(ρ, i, j))

7. end for

8. end for

9. for (i ← 0; i < k; i++)

10. r[i]←𝐒𝐚𝐦𝐩𝐥𝐞𝐏𝐨𝐥𝐲𝐂𝐁𝐃𝛈𝟏(𝐏𝐑𝐅𝛈𝟏 (r, N))

11. N ← N + 1

12. end for

13. for (i ← 0; i < k; i++)

𝟏𝟒. 𝒆𝟏[i]←𝐒𝐚𝐦𝐩𝐥𝐞𝐏𝐨𝐥𝐲𝐂𝐁𝐃𝛈𝟐(𝐏𝐑𝐅𝛈𝟐 (r, N))

15. N ← N + 1

16. end for

𝟏𝟕. 𝒆𝟐←𝐒𝐚𝐦𝐩𝐥𝐞𝐏𝐨𝐥𝐲𝐂𝐁𝐃𝛈𝟐(𝐏𝐑𝐅𝛈𝟐 (r, N))

18.  𝒓← NTT(r)

19. u ←  𝑵𝑻𝑻−𝟏( 𝑨⊺◦  𝒓) + 𝒆𝟏
20. μ ← 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝟏 (𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝟏(m)))

21. v ← 𝑵𝑻𝑻−𝟏 ( 𝒕⊺◦  𝒓) + 𝒆𝟐 + μ

22. c1 ← 𝐁𝐲𝐭𝐞𝐄𝐧𝐜𝐨𝐝𝐞𝒅𝒖 (𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒅𝒖 (u))

23. c2 ←𝐁𝐲𝐭𝐞𝐄𝐧𝐜𝐨𝐝𝐞𝒅𝒗
(𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒅𝒗 (v))

24. return c ← (c1∥ c2)
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Kyber PKE Encryption Algorithm
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Algorithm 2:

Uses the encryption key to encrypt a plaintext message using the randomness r.

Input: encryption key 𝐞𝐤𝑷𝑲𝑬∈ 𝐁𝟑𝟖𝟒𝐤+𝟑𝟐.

Input: message m ∈ 𝐁𝟑𝟐.

Input: encryption randomness r ∈ 𝐁𝟑𝟐.

Output: ciphertext c ∈ 𝑩
𝟑𝟐(𝒅𝒖𝒌+𝒅𝒗)

1. N ← 0

2.  𝒕← 𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝟏𝟐 (𝐞𝐤𝑷𝑲𝑬 [0 : 384k])

3. ρ ← 𝐞𝐤𝑷𝑲𝑬 [384k : 384k + 32] 

4. for (i ← 0; i < k; i++)

5. for ( j ← 0; j < k; j ++)

6.  𝑨[i, j] ← SampleNTT(XOF(ρ, i, j))

7. end for

8. end for

9. for (i ← 0; i < k; i++)

10. r[i]←𝐒𝐚𝐦𝐩𝐥𝐞𝐏𝐨𝐥𝐲𝐂𝐁𝐃𝛈𝟏(𝐏𝐑𝐅𝛈𝟏 (r, N))

11. N ← N + 1

12. end for

13. for (i ← 0; i < k; i++)

𝟏𝟒. 𝒆𝟏[i]←𝐒𝐚𝐦𝐩𝐥𝐞𝐏𝐨𝐥𝐲𝐂𝐁𝐃𝛈𝟐(𝐏𝐑𝐅𝛈𝟐 (r, N))

15. N ← N + 1

16. end for

𝟏𝟕. 𝒆𝟐←𝐒𝐚𝐦𝐩𝐥𝐞𝐏𝐨𝐥𝐲𝐂𝐁𝐃𝛈𝟐(𝐏𝐑𝐅𝛈𝟐 (r, N))

18.  𝒓← NTT(r)

19. u ←  𝑵𝑻𝑻−𝟏( 𝑨⊺◦  𝒓) + 𝒆𝟏
20. μ ← 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝟏 (𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝟏(m)))

21. v ← 𝑵𝑻𝑻−𝟏 ( 𝒕⊺◦  𝒓) + 𝒆𝟐 + μ

22. c1 ← 𝐁𝐲𝐭𝐞𝐄𝐧𝐜𝐨𝐝𝐞𝒅𝒖 (𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒅𝒖 (u))

23. c2 ←𝐁𝐲𝐭𝐞𝐄𝐧𝐜𝐨𝐝𝐞𝒅𝒗
(𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒅𝒗 (v))

24. return c ← (c1∥ c2)
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Kyber PKE-Decryption Algorithm
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Algorithm 3:

Uses the decryption key to decrypt a ciphertext

Input: decryption key 𝐝𝐤𝑷𝑲𝑬∈ 𝐁𝟑𝟖𝟒𝐤.

Input: ciphertext c ∈ 𝐁𝟑𝟐(𝒅𝒖𝒌+𝒅𝒗).

Output: message m ∈ 𝐁𝟑𝟐.

1. c1 ← c[0 : 32𝒅𝒖𝒌]

2. c2 ← c[32𝒅𝒖𝒌: 32(𝒅𝒖𝒌 + 𝒅𝒗)]

3. u ← 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒅𝒖
(𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝒅𝒖 (c1)) 

4. v ← 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒅𝒗
(𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝒅𝒗 (c2)) 

5.  𝒔← 𝐁𝐲𝐭𝐞𝐃𝐞𝐜𝐨𝐝𝐞𝟏𝟐(𝐝𝐤
𝑷𝑲𝑬
)

6. w ← v − NTT−1 ( 𝒔⊺ ◦ NTT (u))

7. m ← ByteEncode1(Compress1(w))

8. return m
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Kyber KEM Key generation Algorithm
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Algorithm 4:

Generates an encapsulation key and a corresponding

decapsulation key

Output: Encapsulation key ek ∈ 𝑩𝟑𝟖𝟒𝒌+𝟑𝟐.

Output: Decapsulation key dk ∈ 𝑩𝟕𝟔𝟖𝒌+𝟗𝟔.

1. z  
$

B32

2. (𝐞𝐤
𝑷𝑲𝑬

, 𝐝𝐤
𝑷𝑲𝑬

) ← PKE.KeyGen()

3. ek ← 𝐞𝐤
𝑷𝑲𝑬

4. dk ← (𝐝𝐤
𝑷𝑲𝑬
∥ek∥H(ek)∥z)

5. return (ek, dk)

 

 

 

 

 

 

 

 

 

 

Z (256bit)  

CPA PKE Key Gen  

ek               dk′  

dk′‖ek‖H(ek)‖z 

ek                      dk 

         ek               
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Kyber KEM Key Encapsulation Algorithm
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Algorithm 5:

Uses the encapsulation key to generate a shared

secret key and an associated ciphertext.

Input: encapsulation key ek ∈ 𝑩𝟑𝟖𝟒𝒌+𝟑𝟐.

Output: shared key K∈ 𝑩
𝟑𝟐

.

Output: ciphertext c ∈ 𝐁𝟑𝟐(𝒅𝒖𝐤+𝒅𝒗).

1. m ← B32

2. (K,r)← G(m∥H(ek))

3. c← PKE.Encrypt(ek, m, r)

4. K ←H(K∥H(c))

5. return (K, c)

 

 

 

 

 

 

 

 

 

 

 

 

 

 

            H(m) 

m 
H(ek) 

            H(ek) 

            G(m‖H(ek)) 

r 𝑲  

CPAPKE. Enc (ek,m,r) 

m (256bit) 

C 

m ek 

     Hash 

H(c ) 

𝐊𝐃𝐅(𝐊 ‖𝐇(𝐜 )) 

 

 

K C 
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Kyber KEM Key Decapsulation Algorithm
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Algorithm 6:

Uses the decapsulation key to produce a shared secret key from

a ciphertext.

Input: ciphertext c ∈ 𝐁𝟑𝟐(𝒅𝒖𝐤+𝒅𝒗).

Input: Decapsulation key dk ∈ 𝑩𝟕𝟔𝟖𝒌+𝟗𝟔.
Output: shared key K∈ 𝑩

𝟑𝟐

.

1. 𝐝𝐤
𝑷𝑲𝑬

← dk[0 : 384k]

2. 𝐞𝐤
𝑷𝑲𝑬

← dk[384k:768k + 32]

3. h ← dk[768k+ 32 : 768k + 64]

4. z ← dk[768k+64:768k+ 96]

5. m′←PKE.Decrypt(𝐝𝐤
𝑷𝑲𝑬

, c)

6. (K′, r′) ← G(m′ ∥h)

7.  𝑲← J(z∥c, 32)

8. c′ ← PKE.Encrypt(𝐞𝐤𝑷𝑲𝑬, m′ , r′ )

if c ≠ c′ then

K′ ←  𝑲 if cipher texts do not match, “implicitly reject”

end if

return K′
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Kyber 512
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Message ‘𝑚’ 32 random bytes

Kyber 512 Key 
Generation

Kyber 512 
Encapsulation

Kyber 512 
Decapsulation

Seed ‘d’ 32 random bytes

Seed ‘z’ 32 random bytes

‘ek’ Encapsulation key 800 bytes

‘dk’ Decapsulation key 1632 bytes

‘ek’ Encapsulation key 800 bytes Ciphertext ‘c’ 768 bytes 

Shared secret key ‘K’ 32 bytes  

‘dk’ Decapsulation key 1632 bytes

Ciphertext ‘c’ 768 bytes 

Shared secret key 
‘K’ 32 bytes  

if 𝑐 ≠ 𝑐′ “implicitly reject” and 
K′ ← 𝑲

Shared secret key K′  Return
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VALIDATION TEST FOR KYBER IMPLEMENTATION

• The validation Lab need to provide the results for a sample seed in the request file asking the vendor to

supply the resulting pk, sk, ct, and ss.

• The vendor is supposed to give seed=, pk=, sk=, ct=, ss=

• On the other hand, all intermediate values of Kyber algorithms, including various sub-functions and

cryptographic primitives, need to be validated in our opinion.

• Hash Functions, eXtendable Output Functions (XOFs), and Sampling

• SHA3-512, SHA3-256 is utilized for hashing

• SHAKE-128 and SHAKE-256 are used as pseudo random functions.

• Both uniform and centered binomial distributions are employed for sampling coefficients of

polynomials.

• These need to be validated using SHAVS.
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VALIDATION TEST FOR KYBER IMPLEMENTATION

• It is required to test the correctness of implementation of the following modules:

• TRNG as per NIST SP 800-90A, NIST SP 800-90B,and NIST SP 800-90C.

• Polynomial Arithmetic functions, Encoding, Decoding and Compression and Decompression.

• ISO 19790 requires side channel resistance is to be assured by the vendor for security levels 3 and 4

• ISO 17825, which is based on the Test Vector Leakage Assessment (TVLA) methodology.
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ML-KEM-512 Key Generation
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ML-KEM-512 Key Encapsulation
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ML-KEM-512 Key Decapsulation
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ML-KEM-512 shared secret key verification
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THANK YOU
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